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UK OK on Trusted Computing?

By Thomas Rosteck, Infineon Technologies and Paul Waller, CESG

Trust and security in networked computing and
communication is a major topic for governmental,
commercial and private use of modern information
and communication technology. Users, enterprises
and governments are using digital processes for
everyday and mission critical operations in trading,
communication and banking amongst others, and
they are assuming that the technology they are using
is sufficiently secure.

[] The availability of information and access to data and systems
has fundamentally changed over the last few years while the possi-
bilities to attack systems have substantially increased. Most attacks
against encryption for example, no longer focus on the encryption
system itself but against the system integrity.

Since 1999 the standardization organization Trusted Computing
Group (TCG; formally Trusted Computing Platform Alliance,
TCPA) — has been working to define necessary components to
improve security levels. The primary target being to establish trust
and assurance that a system is working and acting as expected.

The results of this effort, known as Trusted Computing, has
already found its way into hundreds of millions of PCs and note-
books, hard disk drives and other appliances (servers and mobile
phones). The TCG also defines necessary infrastructure components

that will build the basis to solve the aforementioned challenges.

With a broad membership of companies including Microsoft,
Intel, AMD, HP, Dell, Infineon and Nokia, the TCG has already
direct influence in a huge portion of today’s IT market. Govern-
ment agencies like UK’s CESG and Germany’s Federal Agency for
Information Technology (BSI) are also engaged in the work of TCG
and provide valuable input into the specification work.

Core components of TCGs specifications are the “root-of-
trusts” (RoT); the secure hardware components inside the devices.
Depending on different appliances these RoT’s have different
flavors. In this article we will focus on the TPM (Trusted Platform
Module) for PCs and notebooks.

A TPM can help to make a PC more secure by providing the
following functionalities:

« Support system integrity;
« Secure authentication and attestation;
« Secure storage.

Integrated within the TPM are measures to provide the basis for
a system integrity check. During system start-up, the TPM securely
collects information about the boot process. This information can
be provided to authorized parties or systems to check whether the
system is in the expected status. Additionally, it can provide strong
authentication, which enables a PC to authenticate itself to a network
with hardware-protected information. The secure storage provides
additional possibilities to store systems, user keys or secrets.

The security features allow the TPM to counter a huge variety of
attacks. They have to be resistant against logical attacks of viruses,
Trojan horses, or direct attacks over the network. TPM’s have
countermeasures against Dictionary Attacks, so pass-phrases used

for the authentication to the TPM cannot be broken by brute force
attacks. However there are also countermeasures against certain
physical attacks that have been implemented.

The TCG is following existing schemes and is standardizing the
minimum level of security for a TPM based on the Common Criteria
standard. However, there are no absolute guarantees to security -
with enough time, effort and equipment, security measures can be
broken. Therefore security measures have to be defined specifically

UK government networks span a huge variety of threat
environments, from military deployments through to local
authority administrative systems. CESG’s remit covers all of

these systems.

for target markets, taking into account which levels of security are
most appropriate and affordable. To reflect previously mentioned
attack scenarios and to keep the cost sensitivity of the target devices
in mind, TCG defined the Common Criteria level ‘EAL 4 moderate’
as appropriate for its mainstream target audience consisting of
enterprise, government and consumer users.

The main applications currently utilizing TPM support are:

« Secure Boot: Systems are only providing full capabilities if the
booting process was performed in the expected way;

» Hard drive encryption: The main key for the hard drive
encryption is protected by the TPM. This especially protects
the so-called data-in-rest. In combination with secure boot
Microsoft’s Bitlocker it only allows access to the hard drives
when the boot is performed in the expected way;

« Authentication to network: Protecting the authentication
information necessary to enter corporate networks or WLAN
environments;

« Integrity protection of software (e.g. virus scanner): The
software can check its own integrity versus the information
stored in the TPM.

Since TPM-based platforms have been widely available and
have achieved a high threshold in organizations, enterprise system
administrators are utilizing these additional protection methods.
It is not however only private enterprises that have understood
the value of Trusted Computing, governments are also starting to
use TCG based products to fulfill the security tasks they are facing,
which the following example of CESG shows.

CESG is the UK National Technical Authority for Information
Assurance, with responsibility for providing technical advice and
guidance to UK government departments on protecting their data
and networks. Information Assurance is the confidence that infor-
mation systems will protect the information they handle and will
function as they need to, when they need to, under the control of
legitimate users.

UK government networks span a huge variety of threat envi-
ronments, from military deployments through to local authority
administrative systems. CESG’s remit covers all of these systems.

In the former case, the perceived threats are from highly moti-
vated and very well resourced adversaries; therefore security crit-
ical network components must be extremely resilient to concerted,
directed attack. Products designed to meet these demanding
security requirements are very expensive, therefore tend not to be

suitable for large scale commercial deployment. At the lower threat
levels (healthcare, local government etc.), the number of users is
much larger and lower cost security solutions are required; there is
however still a significant threat to these networks from a variety of
potential attackers. CESG therefore has a keen interest in commer-
cially available technologies, which can provide an appropriate level
of security to protect these systems.

Modern ways of working and financial pressures are increasing
the demand for mobile working. Mobile working requires strongly
authenticated remote access to networks and secure storage of data
on mobile computing platforms. Potential uses of TCG technolo-
gies include helping to meet these requirements. For example, key
material for storage encryption can be stored in the TPM when
the platform is powered down, requiring an adversary to mount a
physical attack on the TPM to retrieve data from a stolen platform.
Also, the TPM can store authentication credentials and perform
signing operations; it can hence be used to permanently protect
those credentials in hardware. In future, measurement and attesta-
tion functions could allow networks to restrict access if a platform is
not in a known state. CESG is an active liaison member of the TCG,
and works closely with other TCG members to realise the benefits
of Trusted Computing technologies.

As well as the industry making this technology available to
consumers, a degree of assurance is required that the products
being deployed will actually provide the expected level of security.
Gaining assurance in a product requires a certain level of indepen-

The TPM assessment is an example of working closely with
key industry partners to gain assurance in key security

technologies.

dent analysis from design and development to deployment. The
TCG Certification Program for TPMs provides a degree of assurance
via the Common Criteria process. CESG conducts further assurance
work where a higher level of confidence is required in a particular
security mechanism.

In the case of the recently completed work on the Infineon
TPM’s secure storage capability, CESG worked closely with Infineon
to analyse the design in detail and understand the approach to secu-
rity throughout the development process. This builds confidence in
the product and the development process to maintain/improve the
level of security as the product evolves. Importantly, the product
was assessed as suitable for use at low impact levels. There is a clear
requirement in these environments for robust security measures to
protect sensitive data (e.g. financial or personal records), however it
is not necessary to invest in military-grade equipment designed to
withstand highly sophisticated and costly attacks.

The TPM assessment is an example of working closely with key
industry partners to gain assurance in key security technologies.
Other components of the Trusted Computing ecosystem require
similar analysis if they are to be deployed in UK government secure
networks. Initiatives such as Trusted Computing offer an oppor-
tunity for the IT industry to ‘raise the bar’ in security terms; with
appropriate assurance processes it will be possible to increase the
level of trust we are able to place in our computing platforms. [X]
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What’s the deal with PIV cards?

Is it just US?

By Sven Gossel, charismathics

In August 2004, US President George Bush signed
a presidential directive that requested a standard
for secure identity documents, issued by the US
federal government to federal employees and
contractors. That standard, called FIPS 201, was
issued in February 2005 and specifies all aspects
of the Personal Identity Verification processes and
credentials, as well as the requirements for the
products, such as cards, readers and software that
are to be used with such credentials.

[[] Additional guidance from the White House established a time-
line for compliance with the standard and process for measuring
the progress government agencies were making towards complying.
In turn, the US General Services Administration established an
evaluation program that allowed vendors with FIPS201 compliant
products to list these products on an approved products list. The
result of this initiative is that the US government is well on its way
to providing all Federal employees and contractors with a standard-
ized identity card with a high validation level.

The physical FIPS201 credential (known as the PIV card)
contains both contact and contactless interface. Much of the imple-
mentation focus is on adapting systems and processes for identity
verification. Another major initiative is the use of the contactless
interface for physical access. Agencies are working to integrate the
PIV card with their legacy physical access systems so that they can
replace their current proximity badges, raising the level of secu-
rity, and simplify the process of inter-agency employee access. The
FIPS201 initiative also directs agencies to use of the PIV card for
logical access, including network and computer logon.

PIV and the US market

It is hard to overestimate the impact of the FIPS201 initiative on
the US security market. Although the adoption rate of printed
ID badges and contactless physical access cards in the USA is
quite high, the overall adoption of PKI capable smart cards for
user identification and logical access is low compared to Europe,
Asia and South America. This is true across all market segments
including state and local government, first responder, educational
institutions, transport as well as businesses of all sizes. As a
result, the first typical exposure a US IT or security professional

has with a smart ID card is the PIV card. This is true for both end
customers and vendors. As such, the PIV card is effectively seen
not just as a government standard, but also as a de-facto smart ID
card standard.

Many non-federal organizations and corporations are plan-
ning adoption of the PIV card for their own purposes. Some voices
in the industry have predicted that PIV will be the tipping point
for the adoption of smart ID cards in the US. For US based secu-
rity software vendors, the PIV card has become the focal point
of their strong authentication strategy. Most have ignored the
smart ID card in the rest of the work, but with the PIV card on
their doorstep, they are making changes — affecting the worldwide
market.

When is a PIV card really a PIV card?

A closer look shows that the PIV Card is not necessarily well suited
for non-Federal users. The first barrier is that a PIV card is not
actually supposed to be used by non-federal users in the first place.
A PIV card is, by definition, a card issued by the federal government
according to the FIPS201 standard. It means the user has gone
through a stringent process of identity verification, and a federal
CA has issued the digital certificate.

This process is specific to the US federal government, and
is not accessible to, or even appropriate for, non-government
users. The PIV program supports government contractors, and
there are several industry initiatives to enable such contractors
to get valid, government issued PIV cards. But what about non-
federal issuers such as state and local government, schools and
corporations?

The US Federal CIO Council, which is responsible for many
aspects of the federal PKI infrastructure, has addressed this
issue, and determined that there are, in fact, three types of PIV
cards;

» The standard PIV Card— which is a technically compliant card
issued by a ‘conformant’ federal entity.

» The PIV Interoperable card issued by a trusted, non-federal
entity.

» PIV compatible cards, which are technically compliant cards,
issued by a non-trusted entity.

PIV interoperable cards

Non-federal organizations can issue PIV Interoperable cards as
long as they are issued by a trusted non-federal entity, meaning
that the federal government must trust the issuing entity. The US
Government is extending its Public Key Infrastructure to bridge
with non-government entities, ensuring interoperability and trust.
It has established policies and security guidelines. Several non-
governmental CA’s are bridged now, and in the future is expected
to grow. Several initiatives are already in place built around trusted
CAs that could deliver PIV compatible cards. First in line are the
defense and aerospace industries, with the transportation sector not
far behind. These industries already operate globally, and adoption

of the PIV card by these industries will have global implications.
The US federal government and any number of organizations would
trust such a credential across the globe allowing for the verification
of that employees identity.

PIV compatible cards

In principle, any organization or corporation could sign up with a
trusted provider and start issuing credentials. However, when we
look at the organizations evaluating or planning to issue PIV cards,
the ability to verify the identity of a cardholder to a high level is
only one of many requirements and objectives, and often not the
most important one. The expectation many organizations have is
that the PIV card will be a single unified credential that will allow
them to manage physical and logical access and enforce identity
and access policies. But in fact the PIV card was not designed for
this. It is more like a passport, and less like a driver’s license, train
ticket or student ID.

Most organizations have no need for authenticating their
employees to outside organizations, and no real need for authenti-
cating employees from other organizations. Where they do need
to do so, existing user credentials (such as passports and drivers
licenses) meet their needs. Most organizations need to issue organi-
zation specific credentials to a well defined user population, with ID
management and authorization in a centralized structure; a school to
its faculty and students, a city to its staff, a company to its employees.
Though digital certificates are an effective way of doing this, such
organizations don’t need a complex, decentralized PKI. For such

Non-federal organizations can issue PIV Interoperable cards as
long as they are issued by a trusted non-federal entity, meaning

that the federal government must trust the issuing entity.

organizations, the most effective model is for the organization to issue
credentials itself for its own purposes, primarily managing access to
physical and logical resources. Given the cost and complexity of PIV
Interoperable card issuance, and the limited utility of such cards,
most organizations will end up opting for PIV Compatible cards —
typically technically compliant cards issued by the organization itself.

PIV technology: Ready for the real world?

One of the peculiarities of the FIPS201 initiative, from a Non-US
perspective, is that it does not dictate specific application level
protocols. The low level interface to the PIV credential has been
defined, and a large number of access products have been certified
and listed on the approved products list. But on a higher level,
there is no uniform interoperability. There are multiple compliance
levels and different, often vendor specific, implementations.

For logical access the issue is even more acute. FIPS201 speci-
fies a card interface and a low level application-programming inter-
face (PIV Middleware Specification). The card interface is limited



and doesn’t meet the needs of typical corporate applications. If you
need multiple user certificates, manage multiple encryption certifi-
cates over time, or store additional data or keys, then the standard
PIV card interface is too limited. Several industry attempts have
been made to define an interoperable card edge standard, and all
have their weaknesses. It is not clear that a standardized card edge
should be a real objective for Smart ID Cards. An argument can be
made that all that is needed is an application level interface, and
that the card edge serves to optimize the performance and function-
ality at the API level. This is the approach that Microsoft has taken
with their smart card ‘mini driver’ specification. Alternatively,
PKCS15 (ISO/IEC 7816-15) is a widely used card edge standard
that is often used as an example of a card edge that is too complex
and limits performance. But the PIV card edge goes the other way
and provides a very limited interface. In principle a lean card edge
interface makes sense, if it is coupled with a higher-level applica-
tion interface and a way of mapping the application data (related to
users, credentials, keys and application data) to the card data. The
PIV card edge is not that.

One industry attempt to overcome the card edge limitations of
PIV is the Generic ID-Card Command Set (GICS). This is an exten-
sion of the PIV card interface support by several large card manufac-
turers, and developed through the INCITS/B10 standards committee.
It is promising, but needless to say it is not FIPS 201 approved.

Integrating PIV and applications

PIV also defines a PIV Middleware layer that is intended to allow
an application to access the card and its credentials using a certi-
fied and approved application library. In principle this allows any
application to interface to the card. In practice things are more
complicated. Applications on a personal computer typically work
within a security framework that provides the applications access
to resources, and manages the user credentials that facilitate that
access. The processes for authenticating users and validating
credentials is typically done using specialized functions in the oper-
ating system, and card and credential typically requires specialized
applications and components. However, the PIV specified middle-
ware does not integrate into the PC security environment; as such,
the PIV ‘Middleware’ is a misnomer. How then to bridge the gap
between PIV and application?

One ambitious attempt is a standard called ISO/IEC 24727. This
provides an integrated way to abstract and make available smart card
based data, credentials and services to applications, and the Identity
and Access application environment. It is complementary to PIV
and GICS, and provides data abstraction and a language syntax that
allows applications to coherently interact with and make use of smart
ID cards on a high level. Unfortunately it is unclear how this solu-
tion will end up being integrated with the existing PC client security
context, and provides no clear incremental path to adoption.

For now, the most common way that PIV cards are integrated
into the application is through the Windows environment, and
PKCS11. Microsoft Windows CAPI/CNG provides a rich API for
its security and cryptographic services, and manages credentials
and user authentication almost transparently. The PKCS11 token
interface also has seen wide adoption, and is a de-facto standard
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on UNIX and Linux machines. Both Windows and PKCS11 allow
applications to interact with digital certificates and keys without
having to worry about the underlying mechanics of the smart card,
the smart card reader, and such things as certificate compression.
Because the specified PIV Middleware does not integrate at this
level, a Smart Card Middleware package is required to handle the
integration of the PIV card specification into the Microsoft Cryp-
tographic system, as well as PKCS11, and deal with the vendors’
specific variations of the cards and data.

Migrating to PIV Cards through Single Sign On

In the US, beyond government, the market for smart card and
digital certificates is still in its infancy. For companies and organi-
zations that look to adopt these technologies, the challenge is the
migration path to a complete solution. Deployment typically starts
with a single application (such as remote access) but the overall
business case needs to build on a much wider application base.
One way is through the integration of smart ID cards with
Enterprise Single Sign On (E-SSO). E-SSO systems store user
credentials (typically passwords) in a secure vault, and enable
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HSPD12 — the directive to implement the PIV card

FIPS 201 the PIV standard

NIST SP 800-73 The PIV interfaces specifications

FPKIPA Federal Public Key Infrastructure (FPKI) Policy Authority
IAB —Government Smart Card Interagency Advisory Board (IAB)

www.idmanagement.gov/iab/

users to access the vault using a single credential. The better
E-SSO systems provide convenience to the user, and a higher
level of security than straight password usage. E-SSO adoption
is quite high in the USA, and the main vendors, including IBM,
Oracle and Imprivata, support a wide variety of systems and
applications already. We should expect to see a lot of US organi-
zations adopt the PIV card as a strong authentication factor for
their E-SSO system. This will allow them to get to scale quickly,
and provides a straightforward migration path to a full PKI
system in the long run.

Conclusion

The PIV card standard is probably not taking over the world
just yet. It is too limited in its user functionality and technical capa-
bilities. But the PIV card as a force of change in the US security
market is a fact. With the US industry commitment to integrate the
card in security applications and solutions, and with the build out
of a large scale cross industry PKI infrastructure, it is clear that the
impact goes way beyond just the US federal government. [X]
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